Chapter 12

The Botnet Problem
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g Botmaster - Konsole

Session Edt View Bookmarks Settings

- bOtmast3r

as joined #botnet

@-‘:h;] o-MTas S
Irssi: #botnet: op ralfops, ces, 1 normal
t- cl #botnet crea : 2007
I- Irssi: Jc
botmast3r

o-mtas

(@ Ago- mfas=> 2
botmast3r- .
@Ago-mfas 3 Alpha) "Release" on "Linux" ready. Up Oc
3 (valhalla). kernel: 2.4.18-3 1 . uptime: Od Sh 26m
@Ago-mfas
botmast3r
QANG- mFas 3r logged out.

[2:#botnet]

:IDtnet] l

D.—u‘ . Botmaster ‘
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4| Follow TCP Stream

~Stream Content

g g Iy ey k) =

:botmast3ry o " @62CE265F. BDSF2907. 26504162, IF JOIN :#botnet

: bOtmast2r lweowm . @E2CE2E5F. BDOF29D7. 2B5D4162. IP PRIVMSG #botnet :.login botmaster botmasterPASS
PRIVMSG #botnet :Password accepted.

:botmast3r !0 e @E2CE265F. BDSF2907. 2B504162. IP PRIVMSG #botnet : . bot. id

PRIVMSG #botnet :a3-100

:bOtmast3r! 7 @62CE265F. BDIF2907. 2B5D4162. IP PRIVMSG #botnet :.bot.status

PRIVMSG #botnet : Agobot3 (0.2 1-pre3 Alpha) "Release" on "Linux" ready. Up @d 0h &m.

: bBtmast2r mmeesm o @E2CE265F. BD9F29D7. 2B504162. IP PRIVMSG #botnet :.bot.sysinfe

PRIVMSG #botnet :cpu: OMHz. os: Red Hat 7.2 (Valhalla). kermel: 2.4 1B-3 1686. uptime: Od 9h 26m
:bOtmast3r ! & B @E2CE265F. BD9F2907. 2B504162. IP PRIVMSG #botnet : . bot.dns www. gmu. edu

PRIVMSG #botnet :www.gmu. edu -> 129.174.1.52

cbOtmast3r! . [@62CE265F. BD9F2907. 2B504162. IP PRIVMSG #botnet :.mac.logout

PRIVMSG #botnet :User b@tmast3r logged out.

: bOtmast3r lnmeesm W @62CE265F. BDOF29D7. 2B5D04162. IP PART #botnet

[>]

-

1 Eind | @ Save As grirt

| Entire conversation (3343 bytes) = | (@ Ascll () EBCOIC () HexDump () CArrays () Raw

J;lelp H X Close

‘ Fitter Out This Stream
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| Bot - Convers.

(~Ago- U%Ikg@m.m.”.ZSOJ has
]0|ned annel #test]
<Ago-tmeu> (SendFile(0x00527D00h):
Transfer to mm' X250 finished.

XXX. m Xx.250.0

<Ago-cmeu> dcom: (0 I
3008 XK. XX. 250/ 32 flms ;‘m in 3
carnndc [
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